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Dear Ms Cobb,

INQUIRY INTO BULK COMMUNICATIONS DATA AND BULK PERSONAL DATA.

“Thank you for your letter of 12 May, requesting further assistance from the Interception of

¡Communications and Inteligonco Sorvicos Commissioners ragarding claims relating to tho use of

Bulk Communications and Personal Data (BCD and BPD). This lotoris not classified, so lt can

bo shared in open session.

Your letter refers to raw SIGINT. We would usually tako ths to mean the un-analysed product of

an intorcoption or equipment interference warrant. This Is not the same as BCD. The tribunal

‘and complainants may find it useful to consult |OGCO's review into cirections given under section

94 of the Telecommunications Act (8.94), and the Inteligence Services Commissionors 2015

annual report (both published last year). These provide definitions of BCD and BPD, and some

description of their use. As raw SIGINT is not the focus of your enquiries, wo will answer tha
quostons as thoy relato to BCD and BPD.

‘Tho complainants ask whetherwe have audited the sharing of BCD or BPO with Industry,

partners. In Go, you have asked, furoro our letter of 28 Apr, what active oversight we
aro out ofthe sharing of BCD and BPD

Neïther Commissioner with responsiblity for the inteliganco agoncies, nor thelr inspectors, has
ever conducted a formal Inspection or audit of industry inthis regard. Furtner detais regarding

‘our inspection rogime are set out bolow.

Bulk Communications Data

IOCCO inspectors conduct 6-monthiy inspections of GCHO and MIS's use of 5.94 directions.

‘During our inspections, inspectors consider the strength of tho caso made for necessity and
‘proportionality set out in the direction authorisation process, any amendments to the conduct

authorised, and intoligence officors' access to the BCD. Wo discuss the usa of BCD with senior

managers, analysts and those who conduct internal audit. Tha low number of s.94 directions
means that wo have been able to consider every one in this way. Al this classification, in open,

we are not permitted to confirm or dony whether active oversight of the sharing of BCD has takon
placa, bocausa to do so would reveal whethor there has beon sharing of BCD.

Concerning inspectors’ access to the BCD, in MIS wo are givon direct access to the system used

to authorise and enable queries against the BCD. This enabies us to examine a cross-sectionof
the applications for individual operational use of the BCD, and lo consider the nocessity and

proportionalityof that use. GCHQ's systems do not currently onable us easily to conduct a
Similar audit of thelr analysts’ uso of BCD. We highlighted this in our 5.94 report of 2016, This

"Fasano Corrina Con ener fie OEE

Ta 227055150. Eras Alaroga pave

Vito Wat ememto A



3.94 report sets out the process for the acquisition of BCO, its retention and its costruction, in

dota,

Bulk Personal Data

At his Classification, in open, wo are not permitted to confirm or deny whether active oversight of

tro sharing of BPD has takon place, because to do so would roveal whether there has been

sharing of BPD. The Tribunal may find tho chapter on BPO in the Inteligence Service

Commissioner's 2015 annual report instructive On page 31, the Commissioner says the

fellowing about sharing

Althree agoncias havo an interest in acquiring and soarching BPDS, but thoy will only soek to

‘acquire a dataset once and will coordinate to provent duplication ofacquistion offers. Before

Sharing a dataset with another agency the supplying agoncy must have justified that # is both

necessary and proportionate to do 50 as well as confeming that iis for tha propor discharge of

ther statutory functions, the recolving agoncy must do tho samo for receivingtha data. Those

roquosts must bo approved by a seniorstaff mombor at both agencias before anycata can bo

shared.

{tho agoncias think there is merit in sharing datasets externally thon it must moot tho nocossity

and proportonaliytests under the Socurity Servico Act ortho Intaligence Services Act as wellas

considering any wider legal, poltical or operational risks.

In eddion, on pages 32.33 the Commissionor says tho folowing about our inspection of BPDs:

rier to my inspections | request a ist of the BPDs heldby each agency. In this ist I lke to 500:

‘short description of each dataset; tho dato it was acquired; the dato ingosted onto an analytical

system, the levels of intrusion and corporato risk; when the BPO was last reviewod by a review

‘panel and if and when | last inspected the BPD. From this ist select a number of datasets at

random to inspect in furthor detal. At the inspection | wil bo provided wit all ofthe rolovant

documents and records in relation these datasets Lo scrutinise, 1 also speak to the individuals

rosponzible for tho dataset. In addition to inspocting individual datasets | also roviow al ofthe

policies relevant to BPD, | roquostto 500 copies ofthe minutos from rocant review panels, as well

às oversaoing the protective monitoring of tho BPD.

“A! SIS inspections | also make a random selection from the total numbor of actual soarchos of

BPD that have been conducted by officers since my last vist. | than interview the individuals who

‘havo carriod out lho searches and they must explain how they justified their soorch to me. tis

important that they demonstrate to mo: the necossity of why they needed to run tho soarch, why

tha information could not have bean obtalnod using a loss intrusive method: how thoy narowed

their search criteria to roduco colatoral intrusion;as well as oxplaining tha outcome ofthe search

and how the rosuts contributed to their operation.if GCHQ and MIS could aise mako this

possible during thei inspections | would find this particulary usoful

In tho list ofBPDS providedto mo to make my selection tho agoncios must idontiy which
dotasets have been acquired by the intercoption of communications. | have agroodwith tho

Intorcoption of Communications Commissionor that any BPD acquired via interception, which
‘once processed into a bulk personal dataset no longor itontiños itso as intercopt product, wil bo
Oworsoon by ma in ina with my oversight of Bulk Personal Datasets. ! the object of an

interception isto obtain BPO, the BPD authorisaton process will have run in paralal to socking
tha warrant. Tho Intercoption of Communications Commissionar wil of course continue to
oversee the interception warrant for obtaining tho datasot. 1 wil then oversee the authorisation of
tho dataset as BPD ond #5 handling in accordance with tho BPD Handling Arangemonts. I other

tho Inforcoption Commissionar or havo any concoms about tho parts of the procoss which wo.

‘individually oversee we have agreed to raise those matters with ona another.
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| hope this reply has been helpful. Do please let me knowi | can be of any further assistance,

yours sincerely,

CLA
Graham Webber

Head of the Office of tha Interception of Communications and Inteïigence Services

‘Commissioners
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